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Safety With Social Media
“Our Youth ARE at Risk”

Deputy Pete Ehlert

Community P ms Coordinator
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‘Why our children are at risk

‘Why Technology Appeals to Offenders
Sexting

Social Network Sites/Apps

What YOU can do!

Slide 3 How Social Media [s Affecting Our Kids
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How Social Media is Affecting Our Kids

Creates Anxiety
Lowers Self Esteem
Easier to be Cruel

Health Issues
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Disadvantages from social
networking on students:

Encourages exploitation and abuse
Behavioral tendencies and consequences
Health conditions
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Staggering Numbers

100,000 instances of Child Pornography reported on 1,194
separate social networks on the web.

Since 40 million images of child pornography have
been submitted to Law Enforcement.

ce 1998, the National Center for Missing and Exploited
Children (NCMEC) Cyber Tipline has reported ove!
million instances of child exploitation.
In the last 12 years, this has resulted in over 40,000 arrests.

33% of the Internet is poronographic!
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The Dark Side of the Internet
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Why does Technology Appeal

To Offenders
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Technology Appeal to Offenders

Expands the offender's opportunity for contact
with children

Opportunity to identify and locate potential
victims anywhere in the world

Opportunity for disguised identities when
communicating with children

The most popular category of sexual searches is
“Youth”
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crimes were young teens
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Grooming

INTERNET GROOMING

The Things You Need To Know
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Stage 1: Targeting a Victim

Predators scour the internet for children who seem
vulnerable and weak

Prime victims will have...
Emotional neediness
Isolated tendencies
Low self confidence
Little to no parental guidance/oversight
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Stage 2: Gaining Victims Trust

Predators want to gather as much information on a
victim as they can to learn their tendencies, their likes
and wants, and where the vulnerabilities are
Social media profiles give ample information about
interests in movies, music, location information, et

Slide 14

Stage 3: illing a Need

Predators want to become idealized by buying gifts,
giving a lot of compliments and personal attention to
the victim
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Stage 4: Isolating the Victim

Getting the child alone allows the predator to cultivate
a special relationship

Meeting at special events, babysitting, tutoring,

mentoring, and coaching are all used to get this
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Stage 5: Sexualizing the Relationship

After trust and dependence are gained predators can
become more aggressive when it comes to sexualizing
this new relationship

Predators want to shape the child’s sexual preferences
Use sex and excitement to fuel the relat ip and keep
child interested

Child subsequently comes to see themselves as mature
and special

Stage 6: Maintaining Control

Predators keep children silent about the abuse by
using...

Threats

Blame

Humiliation

Fear

Manipulation

Emotional Dependency

Stage 6: Maintaining Control

Our cases usually end with this type of
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Sexual Predator at work
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Webster’s Dictionary:

Sexting (a combination of sex
and texting) is the act of
sending sexually explicit
messages or images by cell
phone.
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WI “Sexting” Law

Wisconsin SS 948.12

Whoever possesses an undeveloped film, photographic
, photograph, motion picture, videotape, or other
recording of a child engaged in sexually explicit conduct.

Persons knows they possess the material

Person knows the character and content of the image is sexually

or reasonably should know the child engaged in
licit conduct has not attained the age of 18

xhibits or plays a recording of a child engaged in sexually
t materi
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This one action can result in multiple
felonies in less than a minute.

Taking a child pornographic photo is production
of child pornography.

Sending it is distribution of child pornography.

Everyone who keeps the photo on his or her phone
could be charged with possession of child
pornography.
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Who isiSexting

Nude/Semi-Nude Suggestive Messages
Pics of Self

20% All Teens 39% All Teens
Teen Girls 37% Teen Girl
en Boys % Teen Boys

1% Tweens (13-16)
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It is not “Sexting” if the
person is under the age
of 18!
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Kik Ask.fm Instagram Snapchat

@@ci d@Appf

VK Wikitude KeepSafe Facebook
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Popular Sites and Ay

Facebook Meerkat
Twitter Omegle
KIK Pericscope
Tumblr Pheed
Ask.fm Pintrest
Instagram Vine
Snapchat Yik Yak
Whisper YouNow
Tinder YouTube
Omegle Down

Hot or Not Jott
Gaming
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What can we do?
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participation

Parents need to be more involved in the situations
children put themselves into.

Prosecution and Law Enforcement need to find
the best avenues to deal with the offenders.

Schools and the Community need to take a stand
to help educate and cooperate with Law
Enforcement/Prosecution.
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Tips for Parents

MMUNICATION!!!
LEAD BY EXAMPLE!

Know daily habits

o
Be computer literate yourself!

Have the “TALI i

Have a policy for meeting offline for older teens

Teach child warni

any inappropriate contact or behaviors
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HIDING APPS

Think you know what apps your kids have... THINK
AGAIN!
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How to Hide Aj
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What Can We Dc

Settings! Check the Apps!
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Consequences

Human Resource personnel are scouring the
internet during the hiring process.

Colleges are now searching the social networking
sites and the internet to see what is posted about
prospective students.
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Protect Yourself!

~Remove your personal information from public
databases and people search websites

free anonymous mail addresses, email
, and telephone numbers

~Control your privacy settings on social networks
and remove sensitive data

-Apply proper security to your computers using
fiee resources
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Social Media Coalition

*Law Enforcement

*Quarterly Meetings
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DEFENDING YOUR KIDS FROM ONLINE
DANGERS
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Mobicip

‘Why Mobicip?
Allows you to manage all
your mobile devi
You will receive alerts

en new sites and apps

installed and gives you
the opportunity to
override
Multi-user and Multi-
device ability
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Sense Media

Able to review movies, games, music, apps, books,
websites, and TV

Search apps and find out what parents need to know.

Advice on how to talk to your child about inappropriate
apps.

https://www.commonsensemedia.org/
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NetSmartz
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Cellular Mo
Life 360

Runs on mobile device
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Cellular Monitoring

Mobile Spy-Records phone logs, text messages, e-mail,
photos, videos, sites visited, GPS and uploads data to
online account via the Internet. User does not know

it's there.

My - Basically the same as
Mobile Spy, but the user does know it is there.

- Various programs and software
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Deputy Pete Ehlert

Winnebago County Sheriff’s Office
431 Jackson St
Oshkosh, WI 54901
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